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ACROS Security Problem Report #2010-08-18-1

SPR #2010-08-18-1: Remote Binary Planting in Apple iTunes for Wmdowsl

8% 232(0|2 AlZh Mse @£ Mol EF ofBHolMAN [
DLLE E4g [ XMAst ZZE HASS ofX| UoF A FEol A Document ID: ASPR #2010-08-18-1-PUB
Vendor: Apple, Inc. (http://www.apple.com)
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oY 2 QIAAF ZEA|F|= zdo| S AIO|CL MSOIAS BT %ok e T e e T
HE 7HK2 A= RHAF MZFSOl et F=71Fel A =" o Podug o
9}1 I:I-_ IApp\e iTunes 9.0.3.15 for Windows (at least XP, Vista and Windows 7)|
Note: We only tested the above version; other versions may also be
affected.
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Process Name  PID Operation Path Result

i d Hup,exe 7796 A CreateFile  CHWINDOWSHaystem32WSHELLIZ dI 124 Manifest MAME NOT FOUND
ITunes Hup exe o6 Sk Createfile  CowWINDOWSWsystem3P#SHELLIZ dIL 124, Conflg NAME HOT FOLND
d Huwp,exe T796 ereateFMe CHWINDOW S Wy tem3MPCOMCTLIZ I 124 Manitest MAME NOT FOUND
CVEJD: CVE-2010-1795 3 ot CHNDOWSHS stemS?WCMCTLSZdH 124 Config HAME HOT FOUND
7795 ereateFHe WWWZWSZZZMshareWanBMTUdII HAME HOT FOUND
Available for: Windows 7, Vista, XP 8 Hup, TT98 hCreateFile 417216222 sharewHncBD 041 HAME HOT FOUND
719 BhCrealeFile  WW17216.222 0 shareWHncMMT0 Il NAME HOT FOUND
_ 5 Ji%6 5 177 152 2 hare N A E T o HARE HOT FOUND
Impact Opening afile in a maliciously prepared directory may lead to arbitrary code execution 4 Hinp, Ti9 shCreateFile  CHwWINDOWSWsystem32tunmon dil, 123 Manifest H&ME HOT FOUND
7796 Bk CreateFile CHWINDOWSH sy stem3Z®urimon,dil 123 Config NAME NOT FOUIND
N _— . . . y . L 719 Bk CreateFle  CHWINDOWSWeystem32HWININET.dIl,125 Manifest MAME HOT FOUND
Description: A path searching issue exists in iTunes. iTunes will search for a specific DLL in the current waorking 7105 B CreateFile  CRWINDOWSWsyslamaBWINNET dIl 123 Canfig NAME HOT FOUND
directory. If someane places a maliciously crafted file with a specific name in a directory, opening another file in that ¥ X 7796 A CreateFile  CHWINDOWSHaystem32¥ntshrui dil 123 Manifest MAME NOT FOUND
! . : ' ' o ) . & Hup, 719 Bk CreateFile  CHWINDOWSWsystem32tntshruidil 123 Canfig HAME HOT FOUND
directory |j iTunes may lead to arbitrary cud.e execution Th|s |§sue is addressed by remmm.g. the code that u.se.s the L GoogleUgdst,, 6268 'jcfeateFMe CHUNDOWSHeys oAz SHELL 2 120 Manifest RAHE NOT FOLND

DLL. This issue does not affect Mac 03 X systems. Creditto Simon Raner of ACROS Security for reporting this issue.
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wrwabexe  CProgram Files®%Outlook Express¥wab,exelocal  NAME NOT FOUND
L0 wab,exe O INOO SARIn S SRR bdicrosaft Windaws Ca  SUCCE
wrwabexe| CHProgram Files®WOutlook Express®¥wab32res dil MAKME NOT FOUMND
(2) FUH AN 2M wab.exe| CwProgram FileswOutiook Expresswwabazres.dil  NAME NOT FOLIND
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<EXSIX Y DL SF EA|>

6
X ZHT|E +dSHH o[0|X|E 3A & + AsUHCH



[&Qt

?

o =
4 2

HIA]

Windows 2FHH A 7222 HBste FAE Z2H8S A
SHSHH wab32resdll Yol HZE XS # giCk= ZOE ol
g o= ot

e HREE S HEYI 37 MHE 4o & FAE MY
I} oto|x{0l HHACO| St wab32resdll IAL PABICE.

me 2

o9 Di7IN M =0 o
€ Z0S 2 HA

JIEH A3

=yl

JEHA

4 H2M

W 17216222

Do [ = & 4
Lot AL HEHA 3§/ £= WebDAVE S3 SHXM2 A
AL B = = - o —
Hol &% = FAF ojes dds 32 A4o/¥el di ool
HAEICH
(D) |-.B’ 172, 16,2, 224w hprt
e EPTI-T ]
o =0 =Y A1 Sytest 02 =0 2007
] A pwab 37re BKE S8 ZEI™ EHE 20104
Elm E}E S EE Whhprt WAE 17K Z2E I 2010
Gy m2Os
) D =AF
€} THzE A A You got pwned! ;) -HPAT- 5]
) OYEs ERHEE = —
HUI ‘You gat pwned! :) -HPRT-
M A

Al
ol

. " -

AdIFET k= &7t Process Monitorg &dl, SFEL0
3 & S [ o Blo|SF A

R SAX diio] HHE= AS Y + ALt

> wabexe [Zh GueryOpen W bragram Fleswoulaok Expresswmabaeres al N

Lrwab.exe |2k QueryOpen CHProgram Files¥Outlook Express¥wab3zres. dil NAME NOT FOUND

L wabexe |2k QueryOpen C4Program FilesWOutlook Express®¥wab3Zres dil  NAME NOT FOUND
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L wabexe Bk CreateFile HHE1TZ 16,2, 224% hprivtwab 32res dil SUCCESS

L wabexe Bk QueryBasiclnfo, $#4%172,16,2,228% hprivtwab 32res,dil FAST 1O DISALLOW

> wabexe Bk QueryBasicinfo,, S 172,162, 224%hpristwab32res dil SUCCESS

“>wabexe Ik CloseFile W T2,16,2, 22 hprivhw ab 32res, dil SUCCESS

Lrwabexe 5k CreateFile 172162 223 hprithwab 32res. dil SUCCESS

L wabexe Bk CreateFileMap,, %W17216,2 228%hprivtwab 3Zres,dil SUCCESS

Lwabexe Bk QueryStandard,, %4%172,16,2, 228% hprivtwab 32re s, dil FAST 1O DISALLOW

> wabexe Bh QueryStandard,., % 172,16,2, 224%hpristwab32res, dil SUCCESS

> wabexe Dh CreateFileMap,,, #94172,16.2,224%hpridtwab3Zres dil SUCCESS

Lrwabexe 2k ReadFile 172162 223 hprithwab 32res. dil SUCCESS

Lrwabexe Bk CreateFileMap,, w172, 15 2, 224%* hpri¥hwab3Zres dil SUCCESS

D wab.exe rHileGleesii P Sty A G

L wab,exe I & Load Image W‘w172,1E,Z.ZZ#‘IWhprthahﬁZres,dll SUCCESS I

<dll 2E =9I>
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Loadlerary, CreateProcess 8! ShellExecute & CtE utolL} =
EMAE HEZEZ0| ZESE S MY W, THMEZE ¥
s TH 220t 98 B F9 oY TR0l o HEme 2
Of O|RX|H, CtE CIHEZ|O St HM 7|52 SHOA| Y=
ct.

M d2E M8 &+ =ESts HHMIZEE T3 2L

HMODULE handle =
LoadLibrary("c:WWwindowsWtsystem 32¥#test.dll");
<M = A8 OHMZE>

2. SetDlIDirectory &= AL

SetDlIDirectory 4= QIX} gio| &g Z<Q, S| mYUo| A
D= OHERE ZMEZ0M Helg += ACH SHXIZ o] &=
AT ZEMAE OL[ab, AAE0 SEStD U= BE ZEM
L 2SOl YFS DXDZ B MG M ALAHY 0| Iy
HAUSIA HESHOF BHC.

S B47t H8Y F BARE USB Y 917 UEYAE o8
ot 340| 8715 oM, AlAH HDtE 2Sot0] Z2O0| EX|
Bl Cl¥ER| W AAH” ClHEDo oOtYes AY HASiof tEE
370l AYES YRR YT 4 Ak

SetDlDirectory aH4-5 ALES| ClEa] ZA AZ0|M A A
gl Mol HEE Mt OHREE Ched 2ot

SetDlIDirectory ("");
HMODULE handle = LoadLibrary("test.dll");
<SetDlIDirectory &= AF2 O K2

3) =27 7 Al DAL
(MERIO TfSwere 5% 24 ¥u w20l YA (Swers &
a3
SiT F%Me Windows 2UMH Ol TXXQ SNHS olgots
HoE, Y TN Bt NY FP oY HAWES oz
X g B7|E +d5IH o|0[x|E 3 A ASLIC
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