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onClick="document.status=" "= =
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=/Sa=
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Web browser
[TE. Firefox ... ]

Attack A: SQL injection

— Scenario:
e =4 IDP SQL 22| ¢80l
A Xy 6t OB MO &2 &

A2 A AITIESE

 Read unauthorised data,
update or remove DB
records, etc.

Web Server

» Attack B: Cross—site scripting
[XSS Attack]

Scenario:
ZIHOIXl H3IE &

OlALL 23
SHEE A AIDI= HAIBSS

Adol =28

Potential damage:

NEXLSl 23] B o oty D
SN T

_'_
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SQL Injection &H
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- =R dAMdH AIESA 215 IS
o Select » from member where id="txtid” and pw="txtpw”
— 212 A2l =0 A POST &AM 22 txtid , txtpw QI Atk =S &S ot
- @AE UWREHZ HelAll 2R E WM AtEE

- 22X EAl SQL 20l Mtz RdEX = = 012
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o http://xxx.xxx.co.kr/board/view.asp?bid=C060201&no=116895 & AH 2|

e http://xxx.xxx.co.kr/board/view.asp?bid=C060201&no=116895 ' and
db_name() 2 20| bid ,no 2 22 21Xt S0l SQL Query 22 2121 Al DB
2 EHEO| A T 20 2lE T= 24 [ OBOl et SHAEAS 2LAHE]
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SQL Injection Sample
[Input Validation Problem]

met Explorer

J BEE 2 =AW AT ZREM

tahle[227]
tabhle[229]
tahle[2311
tahle[2331]
tahle[235]1]
tahle [2371]
tahle[2371]
tahle[241]1]
tabhle[2431]

Jd- 24904 42 a:w fom 9B 5254

tahle [245]1]
tahle [247]

J | hitps/ e | comy/aflistebanner jsn TaffiLid=206

tahle [24%1]
tahle[2511]

tahle[2531

Brror : [MicrosoR ODBC 3L Server Driver [ SQL Server]Tnclosed quotation mark before the character sirig " has (eEER=CEN
sava sl SQLEzception [Microsef] ODBC 3O Server Drwver [SQL Server]Unclosed auotahon mark before the char table[2571

tahle[2571]
table[2611]
tahle[2631]

tablel2381]
tal
log_#A12RA
tal
each tal
tablel[2401]
tabhlel[2421
table[244]
user tal
tabhlel[2481
table[2581
one_log tal
tablel[2541]
_2@8a505
_288507
_288509
_2@88511
HHUA

2341 = temp_giho
emp_giho_ 20058915
emp_hiztory

emp_stone_log

ds_=ms_log_20A586
ds_sms_log_ 2008508
ds_=mz_log_ 200510

Want to guit 7 press g && Input Tabhle WMumber? [1 — 264 1:- 7

[Microsoft] [ODBC SQL Server Driver] [SQL Server]Unclosed guotation mark before the character string 5%
77", SQL state 37000 in SOLExecDirect in E:WnewWshow_database_info.php on line 19

[Microsoft] [ODBC SQL Server Driver] [SQL Server]Unclosed quotation mark before the character string ‘5%
?7, S0L state 37000 in SOLExecDirect in E:WnewWshow_database_info.php on line 24

raument is not a valid ODBC result resource in E:WnewWshow_database_info.php on line 25

GES C T e y R y
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WeEs U4 P B2 | weRe Bs ops &2 | [CEer] e =13
sl | [ | [lssoe] e inetpublwsseco, 207 |

Scan Impect | Back| Database | IS Weakness | Dictionary| Log Analvse| History| nBCommander | NB Treetsst] Help |

2008-06-11 17:23:02 s, . xoxx. ¢ - Target P 80 GET /announce/new_detail.aspe
id=5291 27| 80040e14] [Microsofi] [ODBC_SQL Server_Driver] [SQL Server]«

Unclosed_quotation_mark_before_the_character_string_. 500 Mozilla/4.0+
(compatible; +MSIE+6.0 +Windows+NT+5.2 +3Y1; + NET+CLR+1.1,

Stored procedure2

AAR B2 S

-

2005-06-11 17.23:02 g, s e ¢x - Target P 80 GET /announce/new_detail aspe

=625 77| 80040 14 DROPK20TABLE20NB.TreL st Tmp CREATEX2TABLE*ZNE. Tre
20NULL)-- 200 Microsaft+URL+Control~+G.01.9762 -
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Secure Programming & Secure Inspection
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A
App Eot4

IT Security Review Perform .| Generate -~ Sy ’
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Hotd H4 & Input validation checkIt JI& IE8AI =2 B2

2L O EAHO SH SHHE [ 42 A £ 2HE M2 24 =88]
28 - Gamja download at http://lastlog.com/p4ssion
ALE — Appscan , Acunetix , Scando S Ct&% ..

4 CWPariWaamja-publicWauto.navar. com-validation-bug.htm - Microsoft Internet Explorer
HRE D2E 20 ARG &HD SEYH

;
ARG puow @35 5 URSH @

=tug.him v |EJ0E - UPC HEEHE @A *
iwd URLS () Cache 12) Passwords (£ Formvg  [Cookia: (nona)

e CIWWINDOWSWsystem3Z2Wemd. exe

C:WPerlWyamja—public>gamja.pl “"http:/stest.com/testpage” g

Jinning to scan Attpi/est corr ed Oct B 2006 for Validation Check problem...

3 Ul EEe

Problem Clear =4 =ol & £~ 5

[ XSS, SQL Injection ...] [ XSS, SQL Injection ...]

A
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Secure Programming & Secure Inspection For Web
Gamija.pl “http://target.host/start—page”

Requirement: Wget [Windows] + Perl

o CIYWWINDOWSWsystem3Z2Womd. exe

C:WPerlWgamja—public>gamja.pl

gamja v.1.6 - from screammingC33+ Private zkill
Made by pdssion AT gmail.com 2885.7.7

nzage: gamja.pl http:scshostonamel:port]ll startspagel

if you want to debug wse —v option

gamja.pl —v http:Ahost.namel:port ]l start pagel

Ualidation Check result file iz created with [hostname]l.html
Wthere do vouw want to go? pdssion

C:WPerltfyamja—public>




XSS CHE

oSl AE 22X IO S+ B ISR (HML 2 8F0| BSE F2)
< EHOE AIXSE 2R, 8 2R K42 UEtiE 23,

EiIol 22 UEUE 2Xe 22 %20 BR3IC -

o<script> </script> 2 body 220 RAXIdt= 2XQ =2
HOoIZ2 {} , [] EXNE2 2HZO0| 0|80 HOF stCt.

o< , > 2XH0ll st XI& &2 <script , </script> S&0| HIML 2 ZE Lol =
HEEAl XIB0| & <=8&It , > =8t S SAZ XI&otH I LMGHA L=
Helg XS #ASHCH.

&lt;
&gt
&#40;
&A1,
&#35;
&#38;
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SQL Injectio

N
INE=INPIINE 9:!346H P StCHHE, ISNUMERIC &=S2 0l ol 252 Z Attt
S U A, S 2 HHJEP (M2 UsHE SHZ UIRHED) Est S W a4
PHP 8 X2 182 B2 php.ini && && W2 0| Al magic_quotes_gpc &= o
MNESIZEH 22 82 L Ro DBMS MOl queryE EUWI| O &0l
EL 2AE MHGIHU S 2X0 SE& HelE dl= &%
(0dl: PHP2l htmlispecialchars() 2t addslashes() &=%)E AIZ5I=S &HCI.

t

‘ =8 &=

— =4 A&

,@variable H= X2lAl ALE, stored procedure W0 F2
+ URLS| space, SQL /& &0 0l

@@variable SQL B4 XMelAl AtE

PRINT ODBC Oflef gret Soff SaL 7= &g =3 38 =38
SET SQL & &0 o=

% QLI E JIEZ AIE

OR 1=1 SAL =2 &0l 0l=

UNION SQL =2 &0l ol=

AND SQL & &0 o=

INSERT SAL =2 &0l ol=
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